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Keep it private

A streetcar passes through the scene. We hear ZHANG'’s voice off screen, from within
the streetcar.

Kevin
3 stops to go.

Zhang
Puck drops in twenty minutes!

Kevin
I almost feel sorry for you, Zhang. You gotta know your
guys are losing to the Carps tonight!

Kevin
We're killing your Chipmunks on defense.

Zhang
Squirrels!

Zhang
We’re the Flying Squirrels! [ know you remember the
name, because I posted it on my profile page. See?

Kevin
Uh, Zhang, you might want to be a little more careful
about who can see your screen in public.

Zhang
What? Oh.

Zhang
My friend thinks you might be looking at my screen.

Kevin
I think we have different ideas about what the word
“careful” means.

Zhang
Ha! Did you see the pictures I posted last week when [
was away at the annual Squirrel’s Nest retreat? |
totally won the dance-off!
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Kevin
Yeah, unfortunately, I did see those. You really should
be more careful about posting stuff like that.

Zhang
Dancing?

Kevin
No. Anything that lets people know you are away from
home.

Zhang
Oh.

Kevin
Because if someone wanted to know where you lived,
here’s a picture of your house. AND you left
geotagging on when you took the picture. - Meaning
anyone could find out exactly where your home is.

Zhang
Is there anything else on my profile page that shouldn’t
be there?

Kevin
Your birthday.

Zhang
Oh, but I love getting birthday messages...

Kevin
Do you love having your identity stolen? Your birth
date is one of the key pieces of information scammers
need to impersonate youl.

Zhang
Oh.

Kevin
I can also see your email address — your phone
number— your mother’s maiden name —all things
people can use to steal your identity.

Zhang
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Yeah, yeah, but hold on! You can only see those things
because you're my friend. I have my privacy settings set
to the highest level so people I don’t know can’t see that

stuff.

Kevin
Zhang, you have over 1,500 friends... What do you think
the odds are that every single one of their accounts is
completely secure?

Zhang
Well...

Kevin
What if one of your friends gets their account hijacked?
Your profile will be wide open to anyone who has their
password.

Zhang
I do actually know some people that happened to...

Kevin
And while we'’re at it... 1,500 friends? Really? Do you
actually know that many people?

Zhang
Well, I haven’t met all of them...

Kevin
It’s about discretion Zhang, you have to be really
careful about keeping things private. In conversations
AND on screens.

Kevin
You never know who’s watching or listening.
Headphone Man

Hey man, that was great advice. Thank you.

Zhang
You WERE listening!

Headphone Man
So, YOU guys were hockey players in college?!
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Zhang & Kevin
No! We were the mascots!

END.
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Timeline About Friends | Photos

Lives in Zhang
Canada =

Self-Employed

Unbeatable!
Studied at
Best University

1,500 friends

iﬁ] 64 likes

Can't wait for the big game tonight! Going down by
streetcar with Kevin.




RBC Cyber Security Animation
Transcript

Privacy Settings

Who can see my posts? @ Public

}"\ Friends of Friends

& OnlyMe !!




